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What’s inside:

How your fraud review process is 

costing you money


Today, more revenue is lost to “false declines” than actual fraud 
losses. Here’s how to identify the hidden sources of loss, and win 
back revenue.


Improving your in-house review process

As your business grows, the hours spent on order review can 
quickly add up. We’ll go over the ways to increase the efficiency 
of your existing in-house fraud review process and maximize your 
team’s productivity. 


Educating your finance team, maximizing 

your profits


Fraud review isn’t just a customer service issue; it’s a cost center. 
Learn how to easily educate your finance team about your fraud 
scoring tool’s hidden costs, and get tips on how to reverse them.
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Introduction

Why we made this eBook

Ecommerce fraud is on the rise. In recent 

years, ecommerce fraud has risen twice as 

fast as the growth in ecommerce sales . 

Account takeovers and identity theft are 

currently the biggest fraud categories, but 

growth in newer categories like shipping 

fraud and billing fraud is also notable .



While account takeovers and identity theft 

continue to be the main drivers of fraud 

loss, totaling $5.1 billion in 2018 , the 

phenomenon of friendly fraud is on the 

rise. Friendly fraud, which results when a 

legitimate customer receives the good or 

service, but still files a chargeback, has 

risen 41% since 2011, and now makes up 

86% of chargeback cases . 

 1
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Your fraud review process is too costly

Today, more revenue is lost to these “false 

declines” than lost to actual fraud 

Worse still than the rise of friendly fraud are the “hidden costs” that come from rejecting 

good customers in pursuit of preventing losses. 

. Take a second to take that in. Rejecting good 

customers leads to a poor customer experience, and customers, annoyed or offended, 

often do not complete the sale. By Bolt’s estimates, retailers lose $4-5 on average for every 

dollar of chargebacks they lose upfront .
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Find a better fraud tool: Re-evaluating the 15 best fraud 

prevention software vendors

Increase operational efficiency: Improving your in-house 

fraud review process

Protect your profits: Minimizing chargebacks and 

fraud losses

Educate your finance team: Sharing the dangers of 

hidden fraud costs 

In this eBook, our goal is to save you money, period. We’ve given 

you a handy 4-step guide on how to improve your fraud review 

process to make more revenue:


Step 1

Step 2

Step 3

Step 4
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Chapter 1

Finding a better fraud tool

Evaluating the 15 best fraud prevention software vendors

Fraud takes many forms, and with fraudsters always improving their methods, there’s a 

strong chance you’d benefit from re-evaluating your current fraud software.



To help you find the right fraud management tool for you, we’ve sorted the tools below into 

categories based on how they handle fraud:





Comprehensive fraud systems


Payment fraud


Chargeback fraud


Fraud monitoring and prevention


Let’s start with the all-around great tools with multiple offerings:

 Comprehensive 
Fraud Systems

Payment fraud

Chargeback 
fraud

Fraud monitoring 
& prevention

RADAR
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Comprehensive fraud systems

Bolt combines best practices for fraud prevention with the world’s first 

checkout experience platform. In other words, Bolt’s platform helps 

optimize checkout for an incredible shopping experience and reduce 

the time to checkout without sacrificing fraud protection. By using 

behavioral data collected through the checkout to inform their fraud 

decisioning, Bolt can offer retailers 100% fraudulent chargeback 

coverage on all orders processed through their platform. 


1. Bolt


Kount is a complete fraud management system, handling payment 

fraud, new account fraud, and account takeover fraud. Their system 

works to reduce chargebacks and mobile fraud while at the same time 

increasing sales and automated order review. Kount relies on device 

fingerprinting, machine learning, and a comprehensive rules engine to 

guide fraud decisioning. 




2. Kount


Their fraud tool aims to make cybercrime more difficult while also 

creating less friction for authentic transactions, allowing you to capture 

more revenue. Their suite of fraud services includes fraud protection, 

web threat detection, intelligent fraud services, and adaptive 

authentication, all of which protects against mobile fraud, phishing 

scams, data breaches, and account takeovers. This fully protects your 

ecommerce store from fraud while enabling a seamless, frictionless 

checkout for users.



3. RSA Fraud Prevention
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Payment fraud tools

Software AG uses historical and real-time data to identify fraudulent 

behavior. Apply, update, and refine fraud rules to your tool to 

consistently improve the level of fraud protection you offer. Their 

system also uses machine learning to steadily increase the level of 

protection provided. With these systems in place, you can identify 

potential fraud in real-time, stopping it as it occurs rather than 

retroactively addressing the fraud.




1. Software AG


Identifies and stops payment fraud by using a combination of 

behavioral profiling, anomaly detection, and machine learning. Using 

monetary and non-monetary indicators, they assess the risk of fraud 

for each transaction, approving authentic transactions and halting 

potential fraud. Their tool includes real-time alerts, behavior monitoring 

across channels, and improves its performance through machine 

learning.





2. NetReveal Payments Fraud (BAE Systems)


Their fraud management system is designed under the philosophy that 

“complex problems require sophisticated solutions.” To achieve this, 

they combine data enrichment, a collective intelligence network, deep 

learning with a rules engine, case management, visual analytics, and 

data mining to create a complex system that addresses the multiple 

factors that contribute to fraud.





3. Fraud.net
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Signifyd maximizes conversions while protecting ecommerce across all 

channels. All of this is done without compromising the safety and 

security of the payment gateway. Their system will help you eliminate 

fraud on your ecommerce store while maximizing your revenue.



5. Signifyd


Sift works to proactively prevent payment fraud. Their payment fraud 

tool works to stop fraudsters without compromising on safety or 

growth. The tool is designed to reduce manual review, automate 

detection and response, and provide deeper insight into fraud on your 

platform.




4. Sift


Chargeback fraud solutions

Stripe Radar is designed with credit and chargeback fraud in mind. 

Update and refine system rules, choosing your risk tolerance and 

setting the system to manage fraud itself. From here, you can let the 

system monitor, detect, and prevent fraud for you based on the 

settings you’ve selected. You can always adjust the rules and settings 

to better protect your store.




1. Stripe Radar


This tool helps protect ecommerce stores from fraud, specifically 

aimed at reducing friendly fraud and fraud losses, putting more money 

in your pocket. Their dashboard makes the information accessible and 

digestible for all, displaying information visually so users can easily 

identify anomalies and patterns.



2. FraudLabs Pro
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Their real-time fraud screening tool detects chargebacks, helping you 

stop them before requiring a dispute. Their system uses a simple 

‘pass’ or ‘fail’ model, indicating whether the transaction passes the 

fraud protection or not. This will then automatically reject a transaction 

or alert your analysts of potential fraud for follow up or further 

verification. Overall, this method helps reduce chargeback fraud and 

allows you to accept authentic payments more regularly.




4. NoFraud


Their system is tailored to address the issue of chargebacks on your 

online store. They employ a proactive rather than reactive approach, 

aiming to root out fraud before it occurs. Their system fully manages 

chargebacks, from detection, to prevention, to disputes. They will even 

help you choose which chargebacks are worth disputing to help you 

effectively use your resources.



3. Chargebacks911


Riskified’s fraud management tool seeks to mitigate the risk of fraud on 

your ecommerce site. With a comprehensive tool that detects, 

prevents, and protects against fraud, they specifically address 

chargeback fraud. Riskified guarantees on all fraud chargebacks that 

are allowed, so you can trust their system to protect your customers — 

and you as a retailer.



5. Riskified
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Fraud Monitoring and Prevention

Combine high-performance data analytics and machine learning to 

detect fraud before it happens and prevent it. Monitor not only 

payments, but non-monetary behavior to identify the customer and 

potential fraud. With a dashboard, this information is easily accessible 

by your team so you can draw meaningful insights.


1. SAS Fraud Management


Their tool uses machine learning to adapt and improve, detecting and 

preventing fraud better. They use beacons, APIs, and SDKs to 

generate valuable data dashboards that let you display and format 

information in a way to draw insights. From here, you can develop 

notifications and alerts to track fraud as well as automated prevention 

methods.




2. Simility


Chapter 2

Increasing operational efficiency 

Improving your in-house fraud review process


Previously we outlined a handful of solutions on the market that you can use to help protect 

your business from fraud. In this section we’ll go over the ways to increase the efficiency of 

your existing in-house fraud review process and maximize your team’s productivity. 
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Supplement manual fraud review with automation

One of the easiest ways to help automate the review process is by leveraging the 

free tools built into your ecommerce platform or payment gateway. Patching 

together your own point solution gives your business the flexibility to design the 

best fitting tool for your current needs without being locked into a long term 

contract. Additionally, if you’re finding that your business is swamped with low risk 

orders you might consider contracting out development resources to build approval 

rules to help automate a lot of the process. This should free up your risk team and 

allow them to devote extra time to review more complicated and higher risk orders.



1

Order machine learning 
data points

rejection / 
approval

Why the focus on efficiency in the first place? 

As your business grows, the hours spent on order review can quickly add up. Investing in 

automation and processes will help increase the efficiency and accuracy of your manual 

review process while also allowing your team to focus their efforts on improving other areas 

of your business. 


Build a formal playbook for fraud review

Doing fraud review correctly is a time intensive process. Your business needs to 

invest considerable time onboarding and training each member of your risk team to 

make sure they can accurately screen and flag any fraudulent activity on your site. 

To streamline this process, we highly recommend establishing documentation 

around the most relevant fraud attributes for your business. Having clear 

documentation for new team members will help cut down their ramp up time and 

allow them to quickly integrate with the team. 



As you outline your fraud processes, it’s also important to establish a formal  

2



12

Fraud detection today centers around two main schools of thought, businesses can either 

choose to follow an indemnification or a rule-based model to help them manage fraud. 



Rule-based fraud detection was one of the earliest methods retailers could utilize to curb 

the amount of fraudulent transactions on their site. However, today, these methods fall 

short.e Fraudsters are constantly updating their strategies, and bad actors are constantly 

trying to beat the rules, so the rules that underly rule-based fraud detection models need to 

be tweaked and updated regularly to keep up with evolving fraud patterns. It’s a 

never-ending battle that rules-based fraud detection can never win.



Like the rule-based model, the indemnification model provides a clear-cut decision around 

whether or not a retailer should approve a transaction. However, since the indemnification 

model only charges a fee on approved orders, this form of fraud detection tends to focus 

heavily on qualifying and approving more transactions. Fraud vendors following the 

indemnification model typically provides a chargeback guarantee and will reimburse a 

retailer for any “approved transactions” returned as a chargeback. 



Ultimately your business should look more to move towards a more approval centric model 

since this will help you make more revenue in the long run. While rule-based models are 

incredibly handy for quickly bucketing orders into fraudulent or non-fraudulent categories 

they can also leave you at risk of rejecting perfectly good orders. 






Indemnification vs rule-based models - what makes the most sense for your in-house 

team?  


What is a rule-based fraud detection model? 


What is an indemnification model? 


workflow that outlines how your internal risk team should escalate the riskiest orders. 

Having senior members take reviewing riskier orders guarantees that you’re getting a 

second pair of eyes on each transaction, while also ensuring that you’re not slowing 

down your junior risk analysts with transactions that require lengthy review. 


2

Another member of 
Risk team 

Transaction
One member 
of Risk team
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“no”
Some bad reasons to say 

“yes”


On the other hand, here are some often-reasons areas to “greenlight” 

orders for approval. Some good reasons to say 

Some corporate policies require employees to mask their 

IP address and may not be a proxy of a bad order. 

Masked IP Address


 


Using alternative payment methods like Apple Pay and 

Google Pay might signal legitimate intent.

Alternative Payment Methods

AVS mismatch makes sense if a shopper is sending 

a gift or making a purchase on behalf of someone. 



AVS Mismatch


Publicly available data from social networks can help 

you validate the shopper’s identity.


Social Profile Data 


Mapping resources like Google Maps, Google Earth, Zillow  

can help you connect the identity of the order to the 

shipment’s destination. 



Identity & Destination Relationship 


Here are a couple scenarios that might be inflating your false 

decline rates if you’re using a rule-based system. 
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Chapter 3

Protecting your profits

Minimizing chargebacks and fraud losses

We recommend taking a protective approach to fraud detection and focusing on catching 

fraudsters before they complete a purchase on your store. These tips aren’t 

comprehensive, but they should help to keep your chargeback rates in check. 


Make sure your risk team takes the time to manually 

review any transaction that triggers any of these 

warnings and contact the customer placing an order to 

verify their identity.


Multiple orders in a short time period 


Billing address differs from shipping address 


Multiple order attempts using different inputs (usually 
a sign that the customer is guessing the card number 
or expiration date) 


Keep a close eye on red flags2

Both Visa and Mastercard provide this security feature 

on their cards to help retailers curb payment fraud. 

Asking for the three- or four-digit number located on the 

front of the card or printed near the signature strip on 

the back helps prove that the cardholder authorizing the 

card-not-present transaction is the right user and has 

the physical card at the time of purchase.



Collect CVV, CVV2, CVC1

5555-12

CVV

!



Work with a reputable shipping company to ensure you 

have tracking information on all shipments and ask for a 

signature at the time of delivery. This information will 

help prove that the customer has actually received the 

product.  



Verify shipment and delivery 4

Identity verification solutions help a business confirm 

the identity of the cardholder authorizing the purchase. 

This information is especially handy during a dispute 

since it helps verify that the customer was actually the 

one making the purchase. 





Implement identity verification5

The address verification system cross-checks the 

billing address the credit card company has on file for 

the payment method with the billing address used 

during the transaction to help validate the order.



Verify AVS match on US transactions3
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Tracking pixels give retailers access to real-time data points like 

browsing behavior and traffic sources to help inform their fraud 

decisioning. 


Implementing tracking pixels

Use third-party tools to investigate clues about the shopper (e.g. 

demographics, location)



Leveraging third-party tools

Prioritizing immediate order review helps reduce customer 

dissatisfaction by cutting down on the turnaround time between when 

an order gets submitted and when it finally gets approved and moved 

over to the fulfillment stage.



Prioritizing immediate order review

Many of today’s fraud scoring tools utilize machine learning and pull data 

from your prior transactions to help them make more accurate fraud 

decisoning. This allows for faster decisoning and minimizes your need to 

bogg shoppers down with unnecessary fields since you’re already 

collecting data about their transaction on the backend.  

Supplementing manual review with a fraud scoring tool 
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Why your business must focus on frictionless verification

We can’t underscore how important fraud detection is for ecommerce but it can also be a 

double edge sword. Asking for additional information about your shoppers can bog down 

their checkout experience and increase their risk of abandonment. 



To remedy this, more retailers are intentionally keeping verification behind the sciences to 

keep their shoppers happy. Here are some of the more popular tactics you can use: 




Educating your finance team / Sharing the dangers of hidden fraud costs 

 four to five dollars

Although fraud chargeback is one of the important financial statistics that companies pay 

close attention to, it doesn’t tell the full story. Bolt’s analysts have determined a fraud cost 

equation, which considers order costs, false declines, customer lifetime value, time, and 

resources to help you better measure the cost of fraud. According to our equation, every 

dollar of fraud chargebacks costs your business  in total losses. On paper, 

a business doing $2 million in revenue and experiencing a 0.5% fraud chargeback rate will 

report only $10k in fraud losses, when in reality their true losses total upwards of $50k. 



Realizing all the on-the-surface and hidden expenses is critical for understanding the impact 

of fraud. Let’s take a closer look at the true cost of fraud. 


Lost item cost

Fulfillment cost

Transaction fees
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Credit card chargebacks are one of the more recognizable costs of fraud. Your 

acquiring bank will levy a non-refundable chargeback fee to cover the administrative 

costs associated with the chargeback process. Individually, these fees might seem 

insignificant, but if your business is already dealing with high chargeback rates, 

these fees can add up and take a bigger bite out of your earnings.


Chargeback fees

Spending in-house resources to verify each chargeback or review a suspicious 

order is time-intensive and is an inefficient way to allocate your resources. Your 

staff needs to ensure that the legitimate cardholder was responsible for 

authorizing the purchase using their debit or credit card. This time could have 

been allocated to growing your business or further developing your product.



Resource loss

Your chargeback rate plays a vital role in determining your risk and reliability to 

banks. A 1% chargeback rate is the industry-standard maximum -- that equates 

to one chargeback per 100 successful orders. Anything higher than 1% leaves 

your business at risk of losing your merchant account and being dubbed as a 

“high-risk merchant.” Minimizing your chargeback rate is key for maintaining the 

trust of your partnered bank.



Merchant account closure

Retailers often utilize fraud filters to deter fraudsters and lower their chargeback 

rates. Although these rules were set up to identify fraudulent behavior, they also 

inadvertently block innocent customers. In fact, approximately 70% of declined 

orders due to suspected fraud are likely false declines: triggered by rules-based 

solutions. For some customers, getting hit with a false decline is enough to sour 

their impression of your business and discourage them from shopping on your 

site in the future.



For this reason, fraud review isn’t just a customer service issue; it’s a cost center. 

Forward along this eBook to your finance team, to help them understand these 

hidden costs, and how these simple changes can improve your revenue.

Reduced customer lifetime value
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Chapter 4

Summary of learnings

Many retailers will naturally encounter instances of fraud over their lifetime. However, this 

doesn’t mean you should turn a blind eye and let rampant chargeback rates hold your 

business hostage. As we’ve learned, the true costs of fraud extend beyond just the cost of 

the lost item.



To recap, here are the 5 main takeaways you should should leave with to help you reduce 

the costs associated with fraud:


Prioritize approving legitimate customers by looking for reasons to approve 
rather than reasons to reject.


Focus on understanding what legitimate shopping behavior looks like for your 
business to help you make fraud decisions faster.


Supplement your in-house order review process with automation to reduce the 
burden on your team. 


Consider a managed fraud solution to outsource the review and eliminate any 
risk of fraudulent chargebacks. 


Leverage frictionless verification behind the scenes to help you confidently 
approve more orders without adversely damaging your customer’s shopping 
experience. 


1

2

4

3

5
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Bolt.com/approve

Fraud is constantly evolving, and given how impactful fraudulent chargebacks can be on your 

bottom line, you’ll need to make sure your business stays up to date with the latest best 

practices to protect your business. 



To learn more about how Bolt’s fraud detection solution safeguards your business while 

boosting order approval rates more than any other market solution, visit us at


. 





© 2020 Bolt Financial, Inc

Bolt is the world’s first checkout experience platform. Our checkout is optimized for any 

device and platform, and has seamless fraud-detection built in. We enable 

customer-obsessed brands to delight shoppers, elevate their brand experience and mitigate 

the number of fraudulent transactions. We currently support retailers on Magento, 

WooCommerce, BigCommerce, Salesforce Commerce Cloud and custom-built sites. 

ABOUT US:

https://bolt.com

